This approach inserts a hidden steganographic message into a base layer transmission of a zerotree based wavelet coder [4] , [5] . The message is hidden in signhit values of insignificant children of the detail subbands in nonsmooth regions of the image. The HC-RIOT coder is used to determine what regions of the image that the message can be embedded in. The coder also determines which wavelet coefficients in the detail subbands of these regions are used for messaging by the use of a steganographic mask which can be unique for each transmission Occurrence of the image. The advantage of this approach is the ability to send steganographic messages in lossy environments with a robustness against detection or attack. Preliminary results indicate that the message can be sent with a 4% -10 % overhead capacity of the base layer bitstream (0.04-0.1 bpp) depending on several variations of the method.
INTRODUCTION
In conventional cryptography, even if the information contents are protected by encryption, the existence of encrypted communications is known. In view of this, digital steganography provides an alternative approach in which it conceals even the evidence of encrypted messaging. Generally, steganography is defined as the art and science of communicating in a covert fashion [l] . It utilizes the typical digital media such as text, image, audio, video and multimedia as a carrier (called a host signal) for hiding private information in such a way that the third parties (unauthorized person) cannot detect or even notice the presence of the communication. In this way, steganography allows for authentication, copyright protection, and embedding of messages in the image or in transmission of the image [1] [2] .
Most of the existing steganographic algorithms are performed in pixel domain as it provides more embedding space (capacity), reliability and controllability in encoding/decoding of the hidden message. On the other hand, due to the risk of losing embedded data, embedding information in the transform domain is not much discussed. However, it is worthwhile to study the steganography in transform domain since most of the digital data is represented in the compressed form for reduction of storage space and transmission cost.
Recently, the ZTEYSPII-IT modified coder called Homogenous Connected-Region Interested Ordered Transmission (HC-RIOT) has been proposed for low bit rate transmission over hybrid networks [4] , [5] . It is developed based on two well-known wavelet based compressions, ZTE [8] and SPIHT [9] . As it encodes an image into compressed bitstream using a bit-plane approach, the bits of an image are coded in a descending order from the most significant bits (MSB) to the least significant bits (LSB). This provides a flexibility for the steganographic environment. In this paper, steganography in wavelet-based HC-RIOT coder is proposed for the base layer transmission. The key is to embed the additional information into base layer of HC-RIOT coder providing steganographic message while providing perceptual invisibility of the message in a lossy transmission environment. In the next section, the background of HC-RIOT coder is provided. Then the methodology to embed hidden information in HC-RIOT coder and the simulation results and conclusions are described in sections 3 and 4, respective1 y.
BACKGROUND
By using a combination ZTE and SPIHT coder, the HC-RIOT coder accommodates several properties such as scalability and progressive transmission. As shown in Fig.  1 , the HC-RIOT outputs two bitstreams, the base layer and the enhancement layer. The base layer, a very high compressed bitstream, gives a decodable image with a fixed rate transmission while the enhancement layer improves the image quality. This allows objects to be easily segmented later on from a video transmission in progress and allows for separate enhancement layers to be established for additional object information. For steganography, the HC-RIOT allows bits to be hidden in insignificant wavelet coefficients of regions in the image which are less sensitive to visual degradation.
METHODOLOGY
The HC-RIOT algorithm allows a bit message to be hidden in the highly compressed base layer (0.04-0.1 bpp) that is sent to the decoder. The bits are hidden in the insignificant descendents that are located in the higher wavelet subband levels of the image (See Fig. 2) .
Figure 2. Coefficients identified for messaging in wavelet decomposition
More than one bit can be hidden in the wavelet coefficient with the precaution that it is always a power of two less than MSB of the significant sibling(s) in the children set; this is done to preserve the zeromap information. In addition the sign bit of the wavelet coefficient can be used also to encode steganographic bit information. By this approach more than one bit can be hidden in a wavelet coefficient and the capacity is increased for each Coefficient (see Fig. 3 (Fig. 9) takes advantage of the HC-RIOT by locating this information in identified non-smooth regions. By this approach, the degradation caused by steganographic messaging can be mitigated because this information is placed in higher subband levels of wavelet coefficients in areas that can visually hide this information better (edges and non-smooth regions rather than smooth regions) [7] . This process is different from traditional steganographic processes in the sense that the bit information is hidden in the wavelet domain as well as in the high compressed base layer image.
The bits are hidden in the base layer image through the base layer quantization process and the use of a mask which determines what bits in what wavelet blocks are used to hide the message information. The mask value determines which wavelet blocks of all the potential wavelet blocks are used for hiding messages. The mask is an ANDing operation with the left-shift zeromap value (this determines the values of descendants with respect to subband level) of the current coefficient of the wavelet block. The mask determines if further processing of the descendants occurs or if a ZTR symbol is transmitted, and the descendants' coefficients are processed later in the modified SPIHT coded enhancement layer. For steganography, an additional mask can be used on the coefficients beforehand. This mask will be ANDed with the coefficient's zeromap and will determine if the insignificant children of the next subband level and their sign bits are used to hide the steganographic message; the capacity of hiding bits is increased by inserting bits in more bit positions than just the LSB of the insignificant children's wavelet coefficient (see Fig. 3 ). Since this method is part of a synchronized decoding process, the full steganographic message is not recoverable unless the steganographic mask is also known at the decoder.
As shown in Fig 10, the decoding of the message occurs in two parts. (1) The first part collects all children values in detail subband levels while decoding the base layer image. This does not add an additional complexity, but requires a small amount of short-term memory for storage of these values. This collection of values hides the steganographic bits in a larger pool of candidates. The exact bits and order of bits used for the message cannot be determined at this stage. (2) The second part requires using a reference image and reencoding the image to determine the exact location and order of bits for the message by using the original zeromap information. The mask value (known earlier at the decoder or transmitted in a public key) will determine the location of bits unique to the image transmission. Initially a reference image stored at the decoder will determine the location and order information.
Later on a PSNR threshold of the enhancement layer transmission will make it feasible to determine this information through the transmitted image itself.
This method has many advantages. First of all, the message can be transmitted unique to each transmission event. This allows for authentication of the visual material down to a resolution of each transmitted event of the material. Also the signature can be transmitted across a lossy environment where the receipt of the base layer is the only necessary information necessary to transmit the steganographic message.
In other steganographic approaches the full image in the pixel domain is required to successfully transmit the message [IO] . The method is also very robust towards detection or attack by requiring a unique masking value and in addition any tampering of the base layer stream will desynchronize the base layer image which results in an entire loss of image at the decoder. The enhancement layers can add further resistance to attack in two different ways: (1) either it can erase the message as the image improves, or ( 2 ) hide the message even further by embedding the bits in non LSB positions of insignificant wavelet coefficients. The enhancement layers improvements will be discussed in further studies. This paper will concentrate initially on embedding the steganographic message in the base layer.
The main disadvantage of the algorithm is the length of the message. Since the base layer is a highly compressed image the number of bits used to transmit the image is small. This also restricts the capacity to hide the information to 4-10% of the bitstream without significantly increasing the bitstream or significantly degrading the image. The following results will give an indication of what is a good tradeoff between the image a 22 -quality and capacity, and compression for transmitting a certain length of message. Another disadvantage is the type of image also affects the capacity of the message. If the image contains mostly smooth regions then there is a lower capacity of bits in which to hide the message. This will also be discussed in the results section.
---
RESULTS AND DISCUSSION
To evaluate the performance of the proposed system, several 512x512 monochrome images are used for the simulations. Two embedding processes are examined, first, embedding into the insignificant bits including sign bits and second, embedding into the insignificant bits without changing the sign bits of VZTR coefficients in highest subband level. The number of embedded bits The number of embedded bits Comparing those two methods, the method 1 provides a high payload by sacrificing the PSNR while the method 2 provides less payload with higher PSNR. The invisibility of both methods is shown in Figs. 6-8 . With a traditional pixel steganographic LSB method, only one bit can be transmitted in each pixel value. In the proposed approach we can increase this on average to 2.67 using method 1 and 1.18 using method 2 although far fewer values are used and this occurs in a much smaller bitstream. Method 1 provides increased messaging capacity (-10%) than method 2 (-4%) at the cost of a more degraded image. In either case since this is the base layer, the enhancement layers will improve the picture quality to a high PSNR while still allowing the steganographic message to be retrieved from the base layer. This approach provides a unique way to hide a steganographic message in a compressed bitstream in the wavelet domain rather than in the pixel domain. By hiding this information in non-smooth regions using the HC-RIOT coder, the message can be transmitted in a lossy environment without severely degrading the base layer image. Improvements to this approach will continue towards messaging capacity in the base layer without severe degradation of the image quality.
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